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INTRODUCTION 

The use of machine learning (ML) analytics is one of the biggest buzzwords in fraud prevention. 

And why not? The concept is sound—fraud is moving too fast for the legacy approaches that rely 

on rules and annual model refreshes to be effective. Financial institutions (FIs) and merchants 

need advanced analytics technology that can evolve rapidly and keep pace with the progression 

of fraud attacks so they can prevent losses while maintaining a positive customer experience.  

The good news is that there is a lot of substance behind this particular buzzword. ML enables 

models to learn on an iterative basis and, therefore, is proving quite effective at enhancing fraud 

mitigation efforts. The success is such that those that do not invest in this technology risk being 

left behind, as their competition that have embraced it are able to provide superior customer 

experiences. Confusion abounds, however, as is the case when a complex concept achieves buzz 

status. “Machine learning” is now the marketing slogan du jour, and as a result, it means many 

different things to many different people. 

This Impact Note cuts through the vendor hype and marketing fluff to help readers truly 

understand the use of ML in the fraud mitigation arena. It puts forth a definition of the 

technology, maps various vendor approaches into a set of typologies, and describes concrete use 

cases and proof points that illustrate its value.  

METHODOLOGY  

This Impact Note contains analysis from ongoing, in-depth Aite Group discussions with senior 

fraud management at U.S. FIs and merchants. It is also informed by 28 interviews with fraud 

analytics vendors as well as FI and merchant fraud executives from October 2016 to March 2017.  
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THE MARKET DRIVERS 

The trajectory of fraud attacks on the financial value chain is rising on a number of fronts. Data 

breaches abound, putting an unprecedented quantity of payment card data, personally 

identifiable information (PII), and stolen credentials in the hands of organized crime rings. 

Criminals have maliciously compromised billions of customer data records over the past few 

years (Figure 1). No business is exempt, from the massive 80 million records containing PII at 

Anthem, to the 164 million credential pairs at MySpace, to the relatively modest 3.7 million 

payment card and PII records in the Banner Health breach.  

Figure 1: Data Breaches Galore 

 

Source: Informationisbeautiful.net  

The rings quickly monetize the data, resulting in increasing account takeover (ATO), application 

fraud, and card-not-present (CNP) fraud losses (Figure 2). While the global move to EMV is 

quickly reducing counterfeit fraud losses, this type of fraud is still a concern for FIs and 

merchants. The fragmented approach to the U.S. transition to EMV as well as the potential for 

counterfeit fraud migration to CNP and cross-border transactions causes a level of false declines 

that is higher than most issuers (not to mention, their customers) would like. Rules-based 

systems not only are inadequate to combat the rapidly evolving threat landscape but also often 

result in high levels of false positives that either create the need for expensive manual reviews or 

result in false declines that negatively impact the business’s relationship with its customer. 
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Figure 2: Rising Tide of ATO, CNP, and Application Fraud Losses 

 

Source: Aite Group  

At the same time that the threat environment continues to intensify, technology advances are 

providing the financial ecosystem with new defensive opportunities. The vast increase in the 

amount of data available for analysis is one key advantage. IBM introduced the first hard drive 

capable of storing one gigabyte of data in 1980. It was the size of a refrigerator and cost 

US$40,000. Today, an equivalent amount of data can be stored compactly on a small hard drive 

or in the cloud for an average of US$0.02 (Figure 3). 

Figure 3: Decreasing Cost of Data Storage 

 

Source: Aite Group 
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As data storage costs decrease, processing speeds have dramatically increased. In 1975, Moore’s 

Law projected that processing speed would double every two years. That law held true until the 

mid-2000s, when processing speed began to plateau as a result of fundamental physical 

limitations. Even so, the net impact on processing speed from 1975 to the present has been 

profound. The combination of the low data storage costs and fast processing speeds enables FIs 

and merchants to combine vast quantities of customer data with robust ML analytics to provide 

predictive insight into customer behavior. Table A summarizes the key market trends that are 

driving the accelerating adoption of ML technologies for fraud prevention. 

Table A: Market Trends and Implications 

Market trends Market implications 

Rising criminal attacks 
fueled by rampant data 
breaches 

FIs and merchants are forced to (1) adjust their approach to fraud 
prevention, (2) take more fraud losses, or (3) take draconian measures, 
which adversely impact the customer experience. 

Increasing pressure to 
reduce false positives  

Consumers’ expectations are increasingly shaped by the friction-free 
experiences provided by Apple, Uber, Amazon, et al. False declines (also 
known as customer insults) often lead to customer attrition, so FI and 
merchant executives are under heavy pressure to reduce this impact. 

Rapidly decreasing data 
storage costs and 
corresponding increases 
in processing speeds 

The cost to store data has reduced dramatically over the past 20 years, so 
much more data is available to inform advanced analytics. At the same 
time, processing speeds have increased, enabling the analytics to process 
the data more quickly. 

Source: Aite Group 
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WHAT IS ML? 

To understand the potential of ML, it’s important to understand what the technology is and 

does. While all too often the term ML is used interchangeably with artificial intelligence (AI), ML 

is actually a subset of AI. AI is the branch of computer science that advances the development of 

programs that emulate human cognitive behavior. This includes visual perception, natural 

language processing, ML, and more. 

At its core, ML encompasses analytics techniques that can identify patterns of behavior through 

iterative optimization. Most consumers are already unwittingly aware of ML technologies, which 

are involved in everything from Amazon’s recommendation engine to facial recognition to self-

driving cars. The concept of ML is not new—it has actually been around for decades. What is 

new: better analytical tools and techniques. Thirty years ago, ML analytics had to be custom-

built from equations in a scholarly journal, and there were a limited number of data scientists 

capable of doing so. Today, Google makes model-building software available for free, and 

thousands of people are learning and employing ML methods (and even so, there is still a 

shortage of available talent in the space).  

Another key factor driving the success and interest in ML is the abundance of data available to 

inform the analytics and the fast processing speeds that enable rapid iteration and evolution of 

the models. The ability to quickly evolve models is particularly important when fighting fraud. 

Criminals are actively working against the models in this environment, trying to shift and evolve 

their behavior to elude detection and interdiction. When a particular attack method works, 

fraudsters will stick to it until the behavior pattern is interdicted, then they will shift to a new 

tactic (Figure 4).  

Figure 4: Typical Fraud Progression 

 

Source: IBM 
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FRAUD DETEC TION:  FRO M RULES  TO ML  

Fraud detection capabilities have come a long way since the 1980s, when the cutting edge 

approach was a bunch of static rules that were housed and managed either by external vendors 

or via homegrown efforts. The potential of ML couldn’t yet be realized at this point due to the 

huge expense associated with processing power and data storage. Fortunately criminal efforts 

weren’t particularly automated or sophisticated at this point either (Figure 5). 

Figure 5: Fraud Prevention—From Rules to ML 

 

Source: Aite Group 

In the early 1990s, HNC Software (later acquired by FICO) introduced fraud detection software 

powered by neural network technology. This marked a giant leap forward in fraud detection 

capabilities, which issuers welcomed. Criminal attacks on credit card transactions were 

increasingly organized at that point, and global fraud losses were well above 10 basis points, as 

criminals easily defeated the meager physical protections on cards and the authorization 

process. U.S. issuers’ enthusiastic adoption of these analytics are a key reason why the United 

States was so late to the EMV party. The U.K. migration to EMV in the mid-2000s was spurred by 

the 14 basis points in card fraud at the time; in contrast, the U.S. card fraud rate was around five 

basis points.
1
  

The original neural net technology had its gaps, however, which began to be more intensively felt 

as card fraud became increasingly organized and technologically sophisticated. The analytics 

models were retrained on historical data once each year, supplemented with rules between each 

model refresh. The challenge with this approach is that fraud moves far too fast, and the 

combination of increasingly dated models supplemented by hundreds of rules led to both false 

positives (bad for the customer experience) and false negatives (bad for the bottom line). 

  

                                                           
1. See Aite Group’s report EMV: Issuance Trajectory and Impact on Account Takeover and CNP, 

May 2016. 
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In the late 2000s, rapidly decreasing data storage costs enabled greater access to data to inform 

analytics, while at the same time greater computing power sped model building. Models 

leveraging these capabilities were often black-box, however; customers could not be sure how 

they worked, or why they yielded certain results.  

The past few years have brought a fundamental shift. ML-enabling platforms have come to 

market, allowing businesses to rapidly develop and deploy new risk and fraud models. Within 

the last five years, more companies have realized that the true benefit of ML comes when 

organizations embrace it holistically across multiple channels and products, and when the 

models themselves are able to quickly evolve over time. Like any good detective, models do best 

when they have a broad set of data inputs available to them, from which they can identify subtle 

patterns from seemingly disparate clues. For years, cross-channel fraud is a problem that has 

plagued FIs, in no small part because they were blind to just how big the problem was due to 

siloed data and analytical processes. ML provides the visibility into the magnitude of the 

problem (it’s big), as well as the means to detect the fraud as it happens. ML models take the 

approach of better understanding the good customer behavior, then identifying outliers and 

anomalies. ML also enables businesses to iterate models much more rapidly—sometimes on a 

weekly or even daily basis, depending on the specific use case.  

ML also automates the process of finding predictive derived variables that are key indicators of 

fraud. This is particularly important given the vast quantity of data available to inform the 

models. The legacy approach to identifying the derived variables (technically known as 

“features”) involved a bunch of people sitting around a conference table brainstorming, then 

building models to test out the ideas one by one. ML automates this iterative process, helping to 

isolate true predictors in days, rather than weeks or months, across large and, in many cases, 

seemingly unrelated datasets. 

ML PROCESS  

A lot of jargon flies around ML analytics. Table B provides an explanation of some of the 

analytics modeling approaches that fall under the ML umbrella. These approaches are not all-

encompassing—there are hundreds of discrete learning algorithms—nor are they binary; often 

multiple methodologies will be applied in concert. These categories represent some of the most 

common categories of ML.  

Table B: ML Modeling Techniques 

Modeling technique Description 

Neural network Neural networks are designed to loosely emulate the workings of organic 
nervous systems. The raw data is fed into an input layer with multiple parallel 
processing nodes. The input layer then feeds the data into a series of “hidden 
layers” that apply weighted algorithms to the data, each examining it from a 
distinct point of view, then ultimately feed the results of the analysis to the 
output layer. The learning is accomplished by incrementally adjusting the 
weights in the hidden layers. 
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Modeling technique Description 

Deep learning Deep learning takes neural networks to the next level. It leverages massive 
input datasets, strings together multiple neural networks, and trains dozens of 
hidden layers setting a vast number of internal weights. Today, deep learning 
is most often used to automate the discovery of derived variables for 
supervised models. 

Bayesian networks Bayesian networks are probabilistic graphical models that predict the 
likelihood of an event based on historical knowledge. 

Random forests Random forest models operate by constructing an ensemble of decision trees 
at the time of training the model, which collectively work to predict the 
outcome. The ensemble approach corrects a single decision tree’s tendency to 
overgeneralize a given set of data inputs. Random forests lend themselves well 
to explainable outputs, which helps considerably in creating workable ML 
models. 

Source: Aite Group 

THE ROLE  OF  THE HUMA N  

Just because it’s called “machine learning” doesn’t mean the human being goes away. A number 

of functions require human expertise and insight: 

 Data labeling and classification: As with all analytics, the old adage “garbage in, 

garbage out” holds true. While low-cost data storage provides an unprecedented 

number of inputs to ML solutions, the sad reality is that most of the time the data 

comes from disparate databases, with little in the way of common classification. The 

outset of any ML initiative requires data cleansing and labeling to ensure that the 

inputs to the system are sound and well-understood. 

 Review and feedback loop: Depending on the use case, some applications of the 

technology will directly interdict a transaction in real time, while others will send 

alerts to a manual review queue for evaluation. In either case, it’s important to have 

a process in place to effectively tag false positives and false negatives and to use that 

data to optimize the model. 

 Command and control: With rules-based systems, humans spend time writing 

precise rules. With ML systems, humans are like the pilots within a modern 

airplane—they set the course and the machine then figures out how to operate 

within those constraints. Without humans, however, this approach would fail and 

the machine would quickly go off course (i.e., the models will degrade, new data will 

not be considered, and tradeoffs for approvals and rejects wouldn’t be made). 
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TYPOLOGIES AND VENDOR MAPPING 

While a number of financial services challenges can be addressed with ML, fraud prevention is 

without question low-hanging fruit (Figure 6).  

Figure 6: Fraud Prevention—Low-Hanging Fruit for ML 

 

Source: Aite Group  

The ways in which ML is deployed for fraud prevention and the use cases vary widely. While the 

growing use speaks to the utility of the technology, the increasing ubiquity of the buzzword leads 

to confusion, since there is often little definition or nuance provided by the vendors that are 

touting their ML capabilities. In an effort to cut through the clutter, Aite Group has created the 

typology in Figure 7. 
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Figure 7: Typology of ML for Fraud Prevention 

 

Source: Aite Group  

Table C provides an example of how various fraud prevention vendors marketing ML capabilities 

map into the typology. 

Table C: Mapping Vendors Into the Typology 

Type Vendors 

Analytics toolkit IBM, Oracle, SAS 

Enabling 
platform 

Brighterion, DataVisor, Feature Analytics, Featurespace, Feedzai, FICO Adaptive 
Analytics, IBM, iSoft, Risk Ident, SAS, Simility, ThetaRay, Wipro 

Embedded 
analytics 

 Digital identity/device fingerprint: 41st Parameter (Experian), InAuth, 
iovation, NuData, ThreatMetrix, TransUnion 

 Behavioral biometrics: BioCatch, NuData 

 Web navigation analytics: Easy Solutions, Guardian Analytics, RSA 

 Identity verification: Equifax, Experian, ID Analytics, LexisNexis Risk Solutions, 
TransUnion  

 Payment card transaction scores: Mastercard, Visa 

 Contact center fraud prevention: Pindrop Security 

 CNP transactional analysis: ClearSale, First Data, Forter, Radial, Riskified, Sift 
Science, Signifyd, Vesta 

Source: Aite Group 

The ML analytics are an embedded part of a point solution, 
often used to enhance scoring algorithms.

Embedded 
analytics

Enabling 
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The analytics toolkit is provided to data scientists at banks and 
merchants; they use it to construct their own analytics models.

The ML platform is an analytics engine that enables businesses 
to deploy ML models at scale, without the need for large in-
house data science functions.  
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ENABLING PLATFORMS  

Here are some key considerations for businesses as they are deciding how to implement ML-

enabling platforms in their environment. 

D O M A I N  K N O W L E D G E  

The vendor’s domain knowledge is important as a business is evaluating its ML-enabling 

platform provider. Not only is knowledge of the business problem useful when it comes to 

formulating the data extraction and cleansing approach, but it is also helpful in the evaluation 

stage when the model is being educated. In addition, many use cases have unique 

considerations, including the following: 

 Payment card transactions: Real-time response time is crucial; most transactions 

require 50 milliseconds or less. 

 Digital channel transactions: A huge variety of inputs feed into the risk assessment 

of these—everything from transactional data to web navigational patterns and 

contact center feeds. Effective iterative model creation requires the ability to 

support a large quantity of in-memory data. 

 Application fraud risk assessment: In addition to internal data, a vast amount of 

external data—provided by third-party vendors—factors into the risk assessment; 

vendors need the ability to ingest and assess these feeds on a timely basis. 

Another important consideration is whether the provider’s analytics approach is capable of 

analysis at the entity level, or whether it profiles at the cohort level. While the legacy approach 

historically compares a user’s behavior patterns to a group of their peers, ML models can 

significantly improve upon this, taking behavioral analysis down to the individual level, which can 

improve both detection and false positive rates. 

I N P U T :  S T R U C T U R E D  V S .  U N S T R U C T U R E D  D A T A  

Thanks to the increased processing speed as well as the low cost of data storage, ML models are 

capable of ingesting and processing both structured and unstructured data sources. Structured 

data is that which is available in a clearly defined database, whereas unstructured data is that 

which is extracted from free-form documents and data streams (e.g., a PDF invoice supporting a 

trade finance transaction or a social media data stream). Many of the vendors are able to 

support both forms of data, but the majority of production installations today rely on structured 

data. Organizations should ensure that the enabling platform is able to intake both structured 

and unstructured data, and should include in their business case the IT resources required to 

facilitate data feeds from multiple channels and discrete product lines.  

M O D E L L I N G  A P P R O A C H   

A couple key factors need to be considered as an organization is examining vendors’ approach to 

modeling. First, one of the common misconceptions about ML models is that they are largely 

unsupervised. The converse is actually true—the predominant methodology employed by the 

vendors interviewed for this report is supervised modeling, though most also incorporate some 

level of unsupervised modeling. 
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Supervised models are models created using historical data. They are ideal to use when a good 

amount of historical data is available to inform the analytics. For example, building an ML model 

to detect counterfeit fraud would rely heavily on supervised techniques, since there is a huge 

amount of known good and bad transactions available for modeling. As a result, supervised 

models typically have lower false positive rates than do unsupervised ones. 

Another misconception about ML, which arose a few times during the interview process, is that 

many end users erroneously think its value lies in the ability for machines to autonomously learn 

in an unsupervised fashion. ML is not synonymous with unsupervised. Unsupervised modeling is 

useful when the organization doesn’t have a lot of history to use for modeling. The answers are 

not known in advance, so the system is learning to detect outliers based on their similarity to 

prior transactions. The best analogy is a silt-laden stream—over time the good transactions 

create a contour in the silt. Unsupervised models are more prone to false positives, since a 

portion of good customers will inevitably have outlier characteristics. Semisupervised learning 

falls somewhere in between. It leverages both labeled and unlabeled training data to inform the 

models, and as is to be expected, the false positives rate also tends to fall somewhere in 

between. 

An important capability that’s being seen in production environments lies in ML’S ability to 
rapidly accelerate the process of identifying predictive variables and to rapidly convert those 
into efficient detection models. A key value driver, however, is to ensure that the model(s) can 
learn continuously or be frequently retrained. Models that only change once every few months 
or on an annual basis will lead to increasingly degraded outputs, since fraud is always evolving.  

O U T P U T  

It is important to understand the output of the ML solution and how that maps to your 

company’s objective. Does it only provide a black box score, or is the scoring more transparent 

and explainable? Are reason codes and/or attributes provided to help understand what triggered 

a high-risk score? If so, how will you bring those into both your manual review process and your 

feedback loop? All of these are key considerations as businesses evaluate different ML platforms 

for their specific use cases. 

S U C C E S S  C R I T E R I A  

Establishment of success criteria, as along with the means to measure against these criteria, is 

essential as any organization is making an investment in ML. ML is not a magic cure-all; it is an 

effective additive capability and needs to be measured as such. Common metrics used by the 

organizations interview for this report include the following: 

 False positive rate: False positives measure the ratio of fraud detected for every 

transaction that is declined in error. For example, if a payment card transaction has a 

1:3 false positive rate, that means for every fraud that the analytics detect, there will 

be three transactions declined in error. 

 Precision: The precision measures the accuracy of identified instances that are 

relevant. For example, if an application fraud solution flags 10 applications and one 

is a true fraudster while the remaining nine are good customers, it will have a 10% 

precision ratio. 
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 Recall: Recall measures the success in identifying instances out of the total pool of 

possibilities. For example, if there are 10 instances of people who like chocolate and 

the model can identify eight of them, it will have an 80% recall rate. 

 F-Score: The F-Score measures the accuracy of a model by calculating the harmonic 

mean of precision and recall. 

USE CASES  AND PROOF POINTS  

ML has already been applied to a variety of fraud prevention challenges with positive, 

quantifiable results, as described in Table D. These use cases are exemplary, not delimiting. The 

beauty of ML is that it can be applied to any use case where there is both ample data and a 

problem to solve. 

Table D: Use Cases and Proof Points 

Use case Proof point 

Payment card 
transaction analysis 

 

A large U.K. issuer applied Featurespace’s analytics engine as an overlay to 
its incumbent transactional analytics solution and saw a 70% reduction in 
false positives. 

Feedzai proved a 40% fraud detection lift on top of existing card-present 
fraud detection approaches for a top U.S. credit card network, with a false 
positive rate of .08% (i.e., blocked only 8 out of every 10,000 non-fraud 
transactions). It also proved a 34% fraud detection lift on top of existing 
CNP fraud detection approaches, with a false positive rate of .39%. 

IBM Safer Payments helped a U.S. issuer reduce its fraud from 12 to 2 basis 
points, at the same time reducing the false decline rate to 3:1 (i.e., three 
declines for every one true fraud). 

Payments processor Nets improved its fraud detection rate by 50%, 
reduced card fraud by 50% to 70% with an optional prevention program, 
and cut false positives in half with ML algorithms provided by SAS. 

Payment card at the 
pump 

Visa Transaction Advisor, a risk score to help petrol merchants evaluate the 
risk of counterfeit activity, has reduced the incidence of counterfeit fraud 
by 54% for merchants using the score.  

E-commerce payments 

 

Through the application of homegrown ML techniques, PayPal has cut its 
false positives rate in half. 

Application of Risk Ident’s platform enabled a large European ticket 
provider to increase its detection of fraudulent ticket orders by 60%. 

Merchant acquiring  Brighterion helped the largest acquirer in Europe reduce its false positives 
by 84% while increasing fraud detection by 62%. 

Account opening DataVisor detected 30% more application fraud for a large FI than the 
legacy solution. 

Source: Aite Group 
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CONCLUSION 

The value of using ML techniques for fraud prevention is manifest. As this technology continues 

to take hold, early adopters will enjoy a competitive advantage, as they are able to improve the 

customer experience while detecting more fraud. Here are a few recommendations for FIs, 

payment networks, processors, and merchants as they contemplate their investments in the 

technology: 

 Determine whether to build or buy. While a handful of the largest organizations 

have the ability to build their own in-house data analytics function, the vast majority 

do not have the budget or the political support for this. Even those businesses with 

their own in-house analytics teams often look to external vendors that can speed 

time to market as well as bring expertise in specific use cases. 

 Use the right tools for the job. Not all applications of ML technology are created 

equal. It is important to understand whether the use case requires (1) real-time or 

batch output, (2) structured and/or unstructured data inputs, and (3) supervised or 

unsupervised modeling. 

 Feed the beast. The vast amount of data now available to inform ML analytics is a 

key reason for its success. Among the executives interviewed for this report, there 

was a clear consensus that the data will make or break the success of the ML 

initiative. Make sure your organization has the ability to (1) gather the wide range 

and quantity of data inputs needed, (2) tag them appropriately, and (3) provide a 

feedback loop of false positives and false negatives to help hone the solution. 

 Develop and track success metrics. It is important to understand the goals that the 

ML solution is designed to achieve, identify metrics that can measure success, and 

track those metrics. This will not only help in evaluating the success of the approach 

but will also provide the data necessary to help course-correct if needed. 
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